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Offices in Denver, Kansas City, 
Nashville and St. Louis
43rd largest firm in the United 
States
Serve clients across the country and 
the world
96 partners and more than 500 
professionals

St. Louis

Kansas City
Denver

Eighth largest network of accounting 
and business consulting firms in the 
world - $3.3 billion combined revenue
Represented by 156 firms in 131 
countries with over 26,000 
professionals
Jim Castellano, RubinBrown chairman, 
is chairman of Baker Tilly International
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 Diverse group of seasoned professionals
 Dedicated internal audit staff of 30 with experience working in a wide 

variety of industries ranging from Fortune 100 companies to middle-
market private companies

 Deep expertise and thought leadership in the following areas:
◦ SOX Compliance
◦ Internal Audit
◦ Fraud & Forensics
◦ IT Risk

Litigation
Mergers & Acquisitions
Lean and Six Sigma
Valuation
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INTEGRITY 
GREED



"Fraud and falsehood only dread 
examination. 

Truth invites it.”
Samuel Johnson



Primary Objectives of Internal Controls

◦ Accurate Financial Information
◦ Compliance with Policies and Procedures
◦ Safeguarding Assets
◦ Efficient Use of Resources
◦ Accomplishment of Objectives and Goals

-Institute of Internal Auditors



Why are Internal Controls Important?
Internal controls are designed to provide 
reasonable assurance regarding the achievement of 
objectives in the following categories:
◦ Effectiveness and Efficiency of Operations
◦ Reliability of Financial Reporting
◦ Compliance with Laws and Regulations

Source:  Internal Control – Integrated Framework Executive Summary, 
Committee of Sponsoring Organizations of the Treadway Commission 
(COSO) 

http://www.coso.org/publications/executive_summary_integrated_framework.htm



Environments changes... …have driven Framework updates

Expectations for governance oversight

Globalization of markets and operations

Changes and greater complexity in business

Demands and complexities in laws, rules, 
regulations, and standards

Expectations for competencies and 
accountabilities

Use of, and reliance on, evolving technologies

Expectations relating to preventing and 
detecting fraud  

COSO Cube (2013 Edition)

Updated COSO Framework considers changes in business 
and operating environments



Why are Internal Controls Important?

Effectiveness and Efficiency of Operations
 addresses an entity's basic business objectives, including 

performance and profitability goals and safeguarding of resources. 
Reliability of Financial Reporting
 preparation of reliable financial statements and publicly 

reported financial data.
Compliance with Laws and Regulations
 compliance with those laws and regulations to which the 

entity is subject.
-COSO Integrated Framework Executive Summary



Internal Controls
It’s Good for Your Fiscal Health

◦ Effectiveness and Efficiency of Operations
◦ Reliability of Financial Reporting
◦ Compliance with Laws and Regulations

It’s Good for Your Physical Health

◦ Balanced Diet
◦ Exercise
◦ Good balance of leisure and work-mental health  

(Tegen and Stinson, SACUBO April 2006)



Internal control consists of five interrelated 
components:

 Control Environment
 Risk Assessment
 Control Activities
 Information and Communication
 Monitoring  

-COSO Integrated Framework Executive Summary 



 The Institute of Internal Auditors’ (IIA’s) IPPF 
defines fraud as:
◦ “Any illegal act characterized by deceit, 

concealment, or violation of trust. These acts are 
not dependent upon the threat of violence or 
physical force. Frauds are perpetrated by parties 
and organizations to obtain money, property, or 
services; to avoid payment or loss of services; or to 
secure personal or business advantage.”



 Professional skepticism is an attitude that 
includes a questioning mind and a critical 
assessment of audit evidence.

 An objective, skeptical internal auditor neither 
assumes that management or employees are 
dishonest nor assume unquestioned honesty.

 Inadequate professional skepticism is frequently 
cited as a significant reason why material fraud 
has not been detected. 

 Internal auditors play a critical role in the success 
or failure of fraud risk management.



 Payroll schemes are similar to billing schemes,
 Perpetrators produce false documents which 

cause victim company to make a fraudulent 
disbursement, 

 Perpetrator typically falsifies a timecard or 
alters information in the payroll records, or 

 Payroll schemes typically fall into three 
categories:
◦ Ghost employees,
◦ Falsified hours and salaries, and 
◦ Commission schemes. 

16



 Same Bank Account for Two 
Employees

 Excessive Overtime

 Excessive Commissions Earned 

 Gross Pay = Net Pay (no 
deductions)

 Duplicate Payments & Time

 Modified Time by Other 
Employees
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 Two Employees with Same SSN # 

 Same Address for 2+ Employees 

 Oddly timed Pay Increases

 Ex-Employees with Paychecks

 Employees with No Vacation Time 
Paid

 Employees on Payroll that do not 
appear on HR Listings

 Employees with very Similar 
Names



IIA Position Paper: THE THREE LINES OF DEFENSE IN EFFECTIVE RISK MANAGEMENT AND 
CONTROL JANUARY 2013 

1. Functions that own the risks
 Operational Managers own and manage risks, is 

responsible for maintaining controls and executing risk 
and control procedures on a day-to-day basis.

2. Functions that oversee risks
 Typically a “Compliance” or “Risk Management” function 

which assists risk owners with defining risk exposure 
and reporting risk-related information to the entire 
organization.

3. Functions that provide independent assurance
 Internal Auditors provide a high level of independence 

not available in the second line of defense.
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IIA Position Paper: THE THREE LINES OF DEFENSE IN EFFECTIVE RISK MANAGEMENT AND 
CONTROL JANUARY 2013 
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How Occupational Fraud Is Committed
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 Risk assessment includes management’s assessment of 
the risks relating to the fraudulent reporting and 
safeguarding of the entity’s assets.

 As part of the risk assessment process, businesses 
should identify the various ways that fraudulent reporting 
can occur, considering:
◦ Degree of estimates and judgments in external reporting
◦ Fraud schemes and scenarios common to the industry sectors and markets in which 

the entity operates
◦ Geographic regions where the entity does business
◦ Incentives that may motivate fraudulent behavior
◦ Nature of technology
◦ Unusual or complex transactions subject to significant management influence
◦ Vulnerability to management override and potential schemes to circumvent existing 

control activities





 The study of moral obligation 
involving the distinction between 
right and wrong.

 Business Ethics:  right or wrong 
in the workplace – value 
management. 



 Moral mazes 
RIGHT vs. RIGHT

 Obvious mischief



 Misrepresenting hours worked
 Employees lying to supervisors
 Management lying to employees, 

customers, vendors or the public
 Misuse of organizational assets
 Lying on reports/falsifying records
 Sexual harassment
 Stealing/theft
 Accepting or giving bribes or 

kickbacks
 Withholding needed information 

from employees, customers, vendors 
or public



 Pressure
 Fear
 Greed
 Convenience



 Following boss’s directives
 Meeting overly aggressive business/financial 

objectives
 Helping the organization survive
 Meeting schedule pressures
 Be a team player (group think)
 Rationalizing that others do it
 Resisting competitive threats
 Advancing own career



Making decisions under stress or 
dealing with complex issues that 
have no clear indication of what 
is right or wrong. 

There are NO simple ethical dilemmas…
all have layers of  meaning and effect.



 Didn’t believe action would be 
taken.

 Feared retaliation from mgmt.
 Didn’t trust confidentiality.
 Feared not being a team player.
 Feared retaliation from co-

workers.
 Didn’t know who to contact.
 Nobody cares, why should I? 



 Ethics can’t be managed.
 Being legal = being ethical.
 Managing ethics has little 

practical relevance.



 Develop a code of ethics.
 Communicate code and bake it 

into culture top-down. 
 Treat ethics as a process.
 Create open lines of 

communication.
 Set good examples.
 Educate employees – frame 

issues through storytelling. 
 Value forgiveness.



 Improves society.
 Maintains a moral course in 

turbulent times.
 Cultivates employee teamwork, 

productivity, morale and 
development.

 Acts as an insurance policy.



 Establishes values for quality 
management, strategic planning 
and diversity management.

 Promotes strong public image.
 It is the RIGHT thing to do!



 Establish personal values.
 Be aware of ethical events.
 Develop critical thinking 

techniques.
 Be reflective.
 Make it a priority every day.



QUESTIONS


